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Account B

Takeover

Account takeover is considered one of the more harmful and nefarious ways to access a user’s account. The attacker
typically poses as a genuine customer, user or employee, eventually gaining entry to the accounts of the individual they're
impersonating. Scarier yet, user credentials can be sourced from the deep web and matched against e-commerce sites
with the help of bots and other automated tools for quick and easy entry.

FitBit even fell victim to this type of attack in 2015. Hackers employed a two-pronged approach, exposing log-in details to
customers'’ FitBit accounts, changing the email they registered with, and then calling up customer support with a complaint
about the device so that they could get a replacement under their warranty.
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Advanced
Persistent
Threat

In 2015, security experts connected state-sponsored attackers working for the Chinese government to one of the most
notable data breaches in U.S. history — the attack on the U.S. OFce of Personnel Management (OPM).

The attack on OPM compromised over 4 million records, including information on current, former and prospective federal
government employees, as well as their family members, foreign contacts and even psychological information.
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Application —
ACCEeSS
Token

Pawn Storm — an active and aggressive espionage group that's been operating since 2004 — uses diferent strategies
to gain information from their targets. One method in particular was to abuse Open Authentication (OAuth) in advanced
social engineering schemes, targeting high profle users of free webmail between 2015 and 2016.

The group also set up aggressive credential phishing attacks against the Democratic National Convention (DNC), the
Christian Democratic Union of Germany (CDU), the parliament and government of Turkey, the parliament of Montenegro,
the World Anti-Doping Agency (WADA), Al Jazeera and many other organizations.

They continue to use several malicious applications that abuse OAuth access tokens to gain access to target email
accounts, including Gmail and Yahoo Mail.
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Bill
Fraud

Zelle is a fnancial service that allows customers to easily send money to friends and family. Yet the very same features

that make Zelle so quick and e Fcient for transferring funds are also being
Hackers and scammers used the system to pilfer funds away from consumers in payment fraud schemes, sometimes

wiping out entire bank accounts.
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Business NVOICE
Invoice Fraud |&==

Even the largest technology frms in the world aren't immune to invoice

fraud. According to an investigation by Fortune Magazine, both Facebook

and Google unwittingly fell victim to a massive business invoice fraud

scheme back in 2013. The fraudster, a Lithuanian man known as Evaldas

Rimasauskas, created invoices impersonating a large Asian-based

manufacturer that frequently did business with the two companies to trick them into paying for bogus computer supplies. Over
two years, the fraudster duped the two tech giants into shelling out tens of millions of dollars. By the time the frms fgured out
what was going on, Rimasauskas had absconded with more than $100 million.

Top 50 Security Threats | Splunk






16

Brute Force
Attack

In a now infamous brute force attack, over 90,000 PlayStation and Sony Online Entertainment accounts were compromised in
2011. Hackers attempted countless username and password combinations from an unidentifed third party, eventually ransacking
members’ accounts for personal information.

The now-discontinued Club Nintendo also fell victim to the same type of attack in 2013, when hackers executed a coordinated
attack on over 15 million members, eventually breaking into over 25,000 forum members’ accounts. All compromised accounts
were suspended until access had been restored to the rightful owners — but the damage to brand reputation had already
been done.
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Compromised
Credentials

Former internet giant Yahoo inevitably comes to mind when talk of compromised credentials come up.

An attack in 2016 resulted in a serious breach of half a billion users’ personal information, including their dates of birth
and telephone numbers. But it only gets better: Later that year, Yahoo announced that a breach in 2013 had compromised
1 billion accounts (eventually revealed to be 3 billion), along with their passwords, unencrypted security questions and
answers. Unsurprisingly, Yahoo's sale price went down about $350 million shortly after.
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Credential
Dumping

Disney+ and its stock shortly after. But that shine quickly faded when
many of those eager subscribers began complaining about being locked out of their accounts. Within days of
the launch, Disney+ credentials were up for grabs for as little as $3.

Disney said — allegedly, users who found their credentials online likely fell victim
to a common (but notoriously bad) practice: using the same password across multiple sites that were later hit by
a credential dumping attack.






Credential
Reuse
Attack

One of the more notable credential reuse attacks is the
2019 Dunkin Donuts breach — which, unluckily for the
east coast chain, happened to be their second hack 1 24 | 5 1 24 | 5
in two months. This time around, the threat actors went : '

so far as to sell thousands of accounts on the dark web.

They sold users’ credentials — including usernames and 1 24 | 5

passwords — to the highest bidders, who could then try

them across other consumer websites until they got a hit.
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Credential
Stufng

2019 was not the year for Fort Lauderdale-based Citrix Systems, which

found itself neck deep investigating a major network breach that had

occurred the previous year, resulting in stolen business documents

by hackers. The FBI believed the breach was sourced for “password

spraying,” otherwise known as credential stufng — an attempt by

hackers to remotely access a large number of accounts at once.

According to a form 10-K fling to the U.S. Securities and Exchange R
Commission, Citrix believed the perpetrators tried to infltrate company

systems to access content collaboration customer accounts.
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Cloud
ACCEeSS
Management

Moving to the cloud has countless advantages, from fostering collaboration to allowing employees to work from almost
anywhere in the world. But switching to a cloud-based service can carry a fair amount of risk — oftentimes due to human error.

&

Wyze Labs, a company that specializes in low-cost smart home products, experienced this frsthand. An almost-prolifc
breach in 2019 occurred at the startup when an employee built a database for user analytics, only to accidentally remove
the necessary security protocols. As a result, a database-worth of customers’ personal information was exposed.

Top 50 Security Threats | Splunk






Cloud w
Cryptomining

Cloud cryptomining doesn't need gas to go. Look no further than Tesla for evidence. In 2018, the electric carmaker
to a cloud cryptomining attack when hackers took advantage of an insecure Kubernetes console, stealing
computer processing power from Tesla’s cloud environment to mine for cryptocurrencies.






Command
and Control

The frst known take down of a country’s power grid due to a

cyberattack happened on December 23, 2015. The details of the hack

is summarized in vivid detail by Wired. At about 3:30 p.m. local time, a

worker inside the Prykarpattyaoblenergo control center saw his mouse’s cursor move across the screen.

The ghostly cursor floated toward the digital controls of the circuit breakers at a substation, and began taking them ofline. Aimost
30 substations subsequently went down, and 230,000 residents were forced to spend a cold evening in the dark in Western
Ukraine, with a blistering low of 30 degrees Fahrenheit.
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Cross-Site
Scripting

In January of 2019, an XSS vulnerability was discovered in the

Steam Chat client operated by Valve, a computer gaming
company with more than 90 million active users, any number of whom could have been attacked until the bug was disclosed.

Cross-Site Scripting (XSS) attacks are a type of injection in which malicious scripts are injected into otherwise benign and
trusted websites. It's conceptually like an SQL injection — in which malicious code is entered into a form to gain access to

the site’s database — except that in the case of XSS, the malicious code is designed to execute within the browser of another
visitor to the site, allowing the attacker to steal user cookies, read session IDs, alter the contents of a website or redirect a user

to a malicious site.
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Cryptojacking
Attack >

Sadly, no websites are sacred when it comes to hackers’ desire to exploit
them for proftability — not even Australia’s parliament. In early 2018,
cyberhackers compromised numerous Australian government websites

with malware that forced visitors’ computers to secretly mine cryptocurrency
without their permission. The cryptojacking attack was initiated when

hackers exploited a vulnerability in a popular browser plugin as part of a

larger global security breach. The attack afected the o¥cial website of the
Victorian parliament, the Queensland Civil and Administrative Tribunal, and the
Queensland Community Legal Centre homepage, among others, as well as the
UK’s National Health Service, and the UK's own data protection watchdog site.
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010101010
Data From 010101010

Information (010101010
Repositories

In 2016, the threat group APT28 reportedly compromised the Hillary Clinton campaign, the Democratic National Committee
(DNC) and the Democratic Congressional Campaign Committee (DCCC). They've also targeted Eastern European governments,
military and security-related organizations, including the North Atlantic Treaty Organization (NATO).

The group uses a complex set of tools and strategies, surreptitiously accessing information repositories to control and steal
data. APT28 has collected information from Microsoft SharePoint services within target networks.
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In 2000, a 16-year-old hacker known as Mafaboy launched one of the most g
famous denial-of-service (DoS) attacks that took a host of major players ofline including

CNN, eBay, Amazon and Yahoo. According to reports, Mafaboy broke into dozens of networks to install malware
designed to flood targets with attack tra®c. Because many sites were underprepared for such an assault, the

attack lasted about a week as the targeted organizations struggled to fgure out what happened and how to get
back online. Mafaboy was eventually arrested in April 2000 and sentenced to juvenile detention.

Twenty years later, DoS attacks (many of which are DDoS) continue to be on the rise and are some of the most
common attacks faced by organizations, targeting around a third of all businesses.
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DDOS
Attack

To date the biggest — if not the most signifcant — distributed denial-of-service (DDoS) attack occurred in 2018 against popular
online code management system GitHub. , which at its peak came in at a rate of 1.3
terabytes per second, sending packets at a rate of 126.9 million per second. The attack wasn't just massive, it was record-breaking.
In this attack, the botmasters flooded memcached servers with spoofed requests, which gave them the ability to amplify their
attack by 50,000x. The good news? GitHub wasn't caught entirely unprepared. Administrators were alerted to the attack and it
was shut down within 20 minutes.







Disabling
Security Tools

Sometimes hackers use the very tools meant to protect us to gain access to our systems. Microsoft Windows became the
world’'s desktop operating system of choice when it was frst released in 1985. And while its market share has gotten smaller
in recent years, it still remains a dominant force compared to its distant runner up, Apple OSX. The mass adoption of Windows,
and the fact that it more easily falls victim to attacks, such as malware and bots, has made it a favorite playground for hackers.

That's partly why Microsoft began installing a native anti-spyware and antivirus program called Windows Defender with the
release of Windows Vista. Unfortunately Microsoft did not consider that hackers would attack the very thing supposed to
protect Windows users.

Novter, also known as Nodersok or Divergent, was a trojan attack seen in 2019 that attacked Windows Defender’s real-time
protection features. Once disabled, the trojan would download additional malware to the system.
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(c

DNS
Amplifcation

The Spamhaus Project — an international nonproft organization — runs a global threat intelligence network that provides major

internet networks with a list of email spammers that they've tracked. The hope is that the list will help reduce the amount of spam
that reaches users’ inboxes.

In 2013, a group of spammers decided to strike back with a Domain Name System (DNS) amplifcation attack. The attack threw
more than 300 gigabytes per second at the Spamhaus website, taking it ofline. The attack was so intense that it also took down
the website of the content delivery frm hired to protect Spamhaus from this exact type of attack.
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On a Thursday morning in 2017, WikiLeaks readers woke up
expecting to nd the latest state secret released on the whistleblowing

website, only to discover a message from a hacker collective called
OurMine announcing that they were in control of the domain.

D,
ws B
(4]

Wikileaks founder Julian Assange quickly took to Twitter to clarify that the takedown was not a traditional hack,
but instead a domain name system (DNS) attack.
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DNS
Tunneling

Since at least mid-2016, a hacker group known as OilRig has made
regular attacks on various governments and businesses in the Middle
East using a variety of tools and methods. An essential element

of their eforts to disrupt daily operations and exfltrate data is
maintaining a connection between their command-and-control
server and the system they're attacking using DNS tunneling.
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Drive-by @

Download C 1 C
Attack )

One of the largest drive-by download campaigns of recent times struck a range of high-profle publishers whose sites have
between millions and billions of monthly visitors. Among the afected websites were MSN, the New York Times, the BBC,
Comcast’s Xfnity and the NFL. Each of these sites were using seemingly legitimate ad networks that were compromised
by the attacker. The prominence of these and other sites allowed the hacker to push malicious ads to a large number of
innocent site visitors. These ads then redirected them through two malvertising servers.

The second server loaded the Angler exploit kit to victims, which could exploit vulnerabilities in Microsoft Silverlight,
JavaScript, Adobe Flash and other common types of software. It could then be used to load a wide range of malware onto
the victim’'s computer, according to the needs of the hacker. While the bigger publishers were relatively quick to take the
malicious ads down, it's possible that the campaign ended up infecting tens of thousands of users.
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Host
Redirection

In 2017, OFce 365 experienced a widespread phishing attack on their users,
when nefarious actors took advantage of the Google AppEngine’s open redirect
vulnerability, redirecting unwitting victims to a copycat website where they
would then go on to download malware.
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lOoT
Threats

In September 2016, the Mirai botnet brought down the internet for millions of people by overwhelming Dyn, a U.S-based
internet infrastructure company, with wave after wave of malicious tra®c. Mirai made a name for itself by infecting Internet
of Things (IoT) devices and then incorporating them into a centrally controlled botnet. What made Mirai unique, though, was
that it was adaptable, allowing hackers to develop diferent variants that could vector in on vulnerable I0T devices and rapidly
increase the population of drones in the network. This army of bots was then used to execute distributed denial-of-service
(DDoS) attacks that flooded victim servers. Among its targets were more than 900,000 Deutsche Telekom customers in
Germany and almost 2,400 TalkTalk routers in the UK.
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lOMT
Threats

The prevalence and complexity of attacks on healthcare organizations — as well

as the risk to patient confdentiality and safety — means providers are coming

under fre when it comes to medical device security. Due to recent attacks,

including the WannaCry ransomware attack, lawmakers have outlined the severity

of cybersecurity issues plaguing legacy software and equipment. The FDA has also issued recommendations for device
manufacturers, but companies aren’t required to follow these guidelines since they’re not legal mandates.
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Macro
Viruses

One of the best known virus incidents of all time, the Melissa virus of the

late ‘90s, was none other than a macro virus. A Melissa-infected computer
would hijack the user’s Microsoft Outlook email system and send virus-laden
messages to the frst 50 addresses in their mailing lists. The virus propagated

at an incredible speed, and caused astounding damage worldwide: an
estimated $80 million for cleaning and repairing afected systems and networks.
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Malicious
PowerShell

Attack sequences that exploit the ever-popular PowerShell — a command-line and scripting tool developed by Microsoft —
are increasingly on the rise thanks to their ability to propagate viruses across a network. A notorious banking trickbot that
targeted customers of major banks relied on the tool to carry out their attacks, and threat group Advanced Persistent Threat
29 (also known as Cozy Bear) conducted an elaborate attack incorporating a PowerShell element.
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Man-in-
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Attack - o

In 2010, the average website only encrypted data that was considered absolutely necessary to protect, like credit card
numbers and account credentials. They left other elements of user sessions entirely unencrypted, allowing any interested
party to gain unfettered access to user accounts while they were on the same network.

That all changed when a Firefox plugin called Firesheep was released. The plugin was a specialized packet snifer, user-
friendly and purpose-built to fnd unencrypted Facebook sessions on a shared network, then provide one-click access to
take over the exposed accounts. Firesheep quickly expanded to support a laundry list of sites including Amazon, Google,
Github, Twitter and many others. Hundreds of thousands of people downloaded Firesheep at the height of its popularity,
each of them instantly becoming a casual hacker.
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A
Masquerade E_—,

Attack 2

In December 2013, Target experienced a massive credit D

card breach which afected over forty million customer

accounts. The states’ investigation into the breach revealed

that attackers stole the credentials of Target's HVAC contractor, Fazio Mechanical Services. After using the third-party
vendor's details to get into Target's internal web application, they installed malware on the system and captured names,
phone numbers, payment card numbers, credit card verifcation codes and other highly sensitive information.
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Meltdown
and Spectre
Attack

Most cybersecurity attacks exploit a vulnerability, such as a coding
mistake or bad design. But not all attacks are created equal. In
2018, two Google researchers that
afected all computer chip makers and potentially exposed billions
to the meltdown and spectre attack.







Network
Snifng

Smart locks are a new type of device intended to protect your home and

make it easier to enter with the click (or, more appropriately, tap) of a button.

But taking a more futuristic approach to fortifying your house can have serious
consequences, security researchers have found. One smart lock, not-so-aptly
marketed as the “smartest lock ever” could be intercepted via network tra®¥c between
the mobile app and the lock itself. Scarier yet, this can be done through inexpensive,
readily available network-sni®ng devices.
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Pass
the Hash

The infamous breach of over 40 million Target customer

accounts was successful partly due to the well-known attack

technique called pass the hash (PtH). The hackers used PtH to gain

access to an NT hash token that would allow them to log in to the Active Directory administrator’s account without the plaintext
password — thereby giving them the necessary privileges to create a new domain admin account, later adding it to the Domain
Admins group. This root in the system gave them the opportunity to steal personal information and payment card details from

Target's customers.
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When it comes to phishing attacks, there are a few that stand out

above the rest — such as the Sony attack of 2014. Hackers likely executed

the now infamous attack on Sony’s network by sending phishing emails requesting

verifcation for Apple IDs to system engineers, network administrators and other

unsuspecting employees with system credentials. The attackers absconded with gigabytes worth of fles, which included emails,
fnancial reports and digital copies of recently released flms. On top of that, the malicious actors then infused Sony’s workstation
computers with malware that erased the machines’ hard drives. A few weeks later, the FBI formally pointed to the North Korean
government as the masterminds behind the attack.
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Phishing Q Q

Payloads

One of the most infamous phishing payload attacks happened in 2009, in what the FBI called Operation Phish Phry, sparking
the largest international phishing investigation at the time.

The attack targeted hundreds of bank and credit card customers, who received emails with links to fake, but authentic-looking
fnancial websites. On the site, customers were asked to enter their account numbers and passwords into fraudulent forms.
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Ransomware

According to cybersecurity company Emsisoft, ransomware attacks afected
at least 948 government agencies, educational establishments and healthcare providers
in the United States in 2019, at a potential cost exceeding $7.5 billion.

In the medical sector, for example, the potential efects of these kinds of attacks include patients being redirected to other
hospitals, medical records being made inaccessible (or permanently lost) and emergency dispatch centers relying on
printed maps and paper logs to keep track of emergency responders in the feld. In government, local 911 services can be
disrupted. And according to Manhattan D.A. Cyrus Vance Jr,, the efect of ransomware could be as devastating and costly
as a natural disaster like Hurricane Sandy.
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Shadow
IT

As software as a service (SaaS) applications have become increasingly

quick and easy to use, employees can now download solutions onto their workstations to help them get the job done.
However, many are using these applications with little regard for security. It's not surprising then that a 2019 Forbes Insights
survey titled “Perception Gaps in Cyber Resilience: Where Are Your Blind Spots?” found that more than one in fve
organizations experienced a cyber incident originating from an unauthorized — or “shadow” — IT resource.
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SIM jacking

On August 30, 2019, Twitter CEO Jack Dorsey’s 4.2 million followers were of deeply ofensive messages,
courtesy of a group of hackers called the “Chuckling Squad.” The group used simjacking to gain control of Dorsey’s phone number,
then used a text-to-tweet service acquired by Twitter to post the messages. Despite the messages being visible online for fewer
than ten minutes, millions of people were exposed to the ofensive tweets.
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Social
Engineering
Attack

The 2002 flm Catch Me If You Can tells the true story of (perhaps) one of the most accomplished practitioners of

social engineering of all time. In the flm, Leonardo DiCaprio portrayed a man named Frank W. Abagnale, Jr, who executed
various high-profle cons, committed bank fraud and masqueraded in a variety of personas, including as a physician and
pilot. Abagnale’s success depended on his ability to convince his victims that his forgeries, whether they were checks,
diplomas or identities, were genuine. Abagnale was an active con man in the ‘60s and ‘70s, but the practice of social
engineering has continued to develop and remains a powerful tool for hackers and fraudsters to gain access to closed
systems around the world.
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SOQL
Injection

Structured Query Language, or SQL (sometimes pronounced “sequel”), is the standard
programming language used to communicate with relational databases — systems
that support every data-driven website and application on the internet. An attacker can
take advantage of this very common system by entering a specifc SQL query into the
form (injecting it into the database), at which point the hacker can access the database, network and servers. As

recently as November of 2019, a vulnerability was discovered in phpMyAdmin, one of the world’s most widely used MySQL
database management applications, that allowed hackers who created a specifc username to gain access to the targeted
site’'s backend, allowing them to delete server confgurations and revoke administrator access to the site.
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Spear
Phishing

It's no secret that spear phishers target big fsh. Walter Stephan, CEO of airplane part manufacturer FACC had been in
his position for 17 years when he got duped by a phishing scam and unknowingly forked over $56.79 million of company
funds. In the classic spear phishing scheme, cybercriminals pretended to be someone with authority in the company
and sent an email to the CEO requesting a secret transaction. Stephan fell for the scam and was promptly fred for

his lack of discretion. The frm did manage to recover about a ffth of the money, but the rest was irrevocably lost to
criminal accounts in Slovakia and Asia.
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Spyware

In 2017, the infamous WannaCry attack caused a signifcant disruption
across systems used by industrial and public services, including hospitals,
transportation and manufacturers. Companies like FedEx and Spain’s
Telefonica were afected, as well as the UK's National Health Service.
Scarily enough, this is just one example of how an attack can be executed
by quietly infecting computers on critical city and network infrastructures,
subsequently exfltrating sensitive information for monetary gain.
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—(a,
System [
Misconfguration

Chris Vickery, renowned security researcher, revealed a startling discovery: He had uncovered a public database containing
personal information for almost 200 million US voters. Turns out, a conservative data frm had hosted voter information

on an Amazon S3 server, but in doing so, completely messed up the confguration. Some of the data on the server was
protected, but more than a terabyte of voter information was publicly accessible to anyone on the web.

Top 50 Security Threats | Splunk






94

e o WWW.WKIipeg

Typosqguatting

Mike Rowe was an ordinary teen who wanted to make a buck. In 2004, he started a web design business where he
displayed his brilliant marketing acumen.
Rowe realized his name had an uncanny resemblance to Microsoft. He just needed to add the last syllable to complete

the trick. Inevitably, Microsoft sued Rowe, saying the Canadian was infringing on the company’s copyright and that he was
“typosquatting.” Microsoft ofered Rowe $10 to transfer the domain to the company. He refused, but eventually settled

for little more than an Xbox.
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Watering AL
Hole Attacks ‘pmmV*

Watering hole attacks are successful because cybercriminals bank on the likelihood that visitors will come to popular sites — like
wildlife around watering holes. And they're often right.

5 A0

That rang especially true when cybersecurity researchers uncovered a cyberespionage campaign in 2018 that

to target a central Asian country’s national data center in an attempt to gain access to numerous government
resources. Researchers attributed the attack to the Chinese-speaking threat group known as LuckyMouse, who apparently
conducted classic watering hole attacks dating back to 2017. While the initial attack vector is unclear, researchers believed
LuckyMouse possibly aimed to compromise national data center employee accounts.

-

-
-
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Web —
Session
Cookie

Almost every web application we use, from social media and streaming platforms to cloud services and fnancial applications,
run on authentication cookies. These cookies make our experience on the web much more convenient, but represent a
vulnerability that malicious actors can abuse to great efect. In late 2018, a malware program targeting Mac computers stole
cookies tied to cryptocurrency wallets, stored credit card data, text messages and more, allowing the thieves to manipulate
cryptocurrency values, create fraudulent charges and steal victims' identities.
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Whale
Phishing

Why go after little phish when you can phish a whale? Former
presidential candidate Hillary Clinton found out the hard way.

In 2015, Clinton's campaign chairman John Podesta received an
email that appeared to be from Google. It told him someone had tried
to log into his Gmail account from Ukraine and he needed to change his password immediately.

The problem was that the email was not real and the link to change the password was a URL shortener. A group of hackers
gained access to Podesta’'s account and the Democratic party’'s opposition research — the rest is history.
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Wire
Attack

Advanced targeted attacks such as the SWIFT attack in 2016 have forever

changed the cybersecurity paradigm. In this unprecedented cyberassault, attackers
sent fraudulent messages over the SWIFT system to the New York Federal Reserve
trying to transfer nearly $1 billion from Bangladesh Bank’s account. They managed to
successfully divert $81 million from the U.S. Federal Reserve to illicit accounts in the
Philippines. Most of the money was never recovered.
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Zero-Day

104

Exploit

In 2018, the Zero Day Initiative — a bounty program for zero-day vulnerabilities — reported 1,450 cases of launch day flaws

in the products of some of the world's biggest and best-known companies. Adobe, Apple, Cisco, Google, Microsoft, Oracle and
Samsung are among the many companies on the list, which lists vulnerabilities in networking devices, consumer and enterprise
software and industrial machinery — technologies that afect every facet of our lives. In September 2017, Equifax’s systems
were breached due to a zero-day vulnerability, resulting in the theft of names, social security numbers, addresses and driver’s

license numbers for more than 143 million people.
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