KELA REPORT

How a messenger turned into a
cybercrime ecosystem by 2023

KELA CYBERCRIME INTELLIGENCE O



K E LA} | Telegram: How a messenger turned into a cybercrime ecosystem by 2023

Executive summary

Telegram is a messaging app that is used by many people around the world for a variety
of purposes. However, it has also become a hub for cybercrime activities, including the
sale and leakage of stolen personal and corporate data, the organization of cybercrime
gangs, the distribution of hacking tutorials, hacktivism and the sale of illegal physical
products such as counterfeits and drugs.

There are several other messaging apps that are favored by cybercriminals, but
Telegram is one of the most popular. This presents a significant challenge for security
researchers trying to combat cybercrime on the platform.

One reason why Telegram is attractive to cybercriminals is its alleged built-in encryption
and the ability to create channels and large, private groups. These features make it
difficult for law enforcement and security researchers to monitor and track criminal
activity on the platform. In addition, cybercriminals often use coded language and
alternative spellings to communicate on Telegram, making it even more challenging to
decipher their conversations.

This report, compiled by KELA, aims to provide an in-depth understanding of why
Telegram has become a significant player in the cybercrime ecosystem. It covers various
services, products and cybercrime activities that exist on the platform, as well as the
threat actors involved. The report also includes showcases for each topic, highlighting
specific examples of the types of activities that take place on Telegram. In addition, the
report lists prominent groups and channels that are involved in these activities, providing
a comprehensive overview of the scope and scale of cybercrime on the platform.

The following topics and actors are discussed in this report:

® Personal and corporate data being sold and leaked on Telegram

e Info-stealing hacking teams that use Telegram to sell and leak data harveste
through infostealers, and to organize gangs and build bots to facilitate their activities

e Banking fraud actors that use Telegram to easily sell credit cards, checks and other
financial instruments

e Ransomware and data extortion groups that adopt Telegram as an alternative or
addition to their blogs and data leak sites, such as Lapsus$

e Hacktivists who use Telegram to publicize information about their attacks, such as
Killnet and ALtahrea Team

e lllegal physical products being sold via Telegram, including counterfeits, guns, drugs
and COVID-19 documents

While KELA chose to focus on items specific to each topic, it's important to remember that
more information on each subject can be found on the platform, such as tutorials,
services, etc.

Overall, Telegram has become a thriving ecosystem for cybercrime and will likely
continue to be a major challenge for security researchers and law enforcement.
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What is Telegram?

Telegram is a multi-platform messaging service launched by the Russian brothers Nikolai
and Pavel Durov in 2013. They are also known to be founders of VK (formerly known as
Vkontakte), a Russian online social media and social networking service. According to
Telegram'’s privacy policy, Telegram Group Inc. is a parent company of Telegram Messenger
Inc. and is located in the British Virgin Islands, and Telegram FZ-LLC is a group member
located in Dubai! Telegram mentions that the Telegram development team is based in
Dubai. ?

Telegram allows users to send messages, photos, videos and files of any type (doc, zip, mp3,
etc.) up to 2GB in size, and to create groups and channels. The company claims that
Telegram is unique because of its focus on privacy, encryption and an open-source API. It
provides optional end-to-end encrypted chats, and sent messages can be deleted at any
time on both sides. In addition, with the publicly available API, developers can create clients
on other platforms, custom bots, themes, stickers and so on free of charge.®

However, there are some downsides to using Telegram. First, although Telegram offers APIs,
the company doesn’t disclose the code of the application itself. Therefore, there’s no way to
know if the encryption is truly secure. Second, Telegram has been known to cooperate with
law enforcement in some cases, which means that messages are not as private as one
might think.*

As shown in the following chart, the number of monthly active Telegram users worldwide has
increased, and it had over 700 million monthly active users as of November 2022.°
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! Telegram Privacy Policy

2 Telegram FAQ — Where is Telegram based?

€ Telegram offers Telegram Premium, an optional subscription service that unlocks additional exclusive features. For example, all Telegram users can upload
files up to 2GB; however, Premium users are allowed up to 4GB.

4 Telegram Reportedly Handed User Data to German Authorities

5 Telegram FAQ — What is Telegram? What do | do here?
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How Telegram is built

Telegram users have two key identifiers: “usernames” and “user IDs.” Usernames are publicly
facing and can be edited in the settings. Once Telegram users set their usernames, they can
share their contact with others with a link, as a tme/username or a username.tme link (for
example, the username of Pavel Durov, Telegram’s CEO, is tme/durov). User IDs, on the other
hand, are assigned to users, groups and channels by Telegram, and users aren't able to
change them.

Telegram has several features that allow users not only to use it as a messaging service but
also to build a community on the platform. One of them is “channels” that Telegram users
can create for broadcasting to unlimited audiences. Channels are one-way communication
platforms on which only admins send messages, and channel subscribers can't reply.
However, in 2020, Telegram updated the platform, allowing channel subscribers to comment
under channel posts.6 To let channel subscribers comment, a channel admin user creates a
chat. The chat can be hidden from followers; however, the admin can also share it with
channel subscribers who can join the chat and use it to comment on specific posts and
communicate with others.

Another feature is “groups”: chat groups where members can interact with each other and
reply to messages, and members can see their contacts in the same group. There are open

groups, and there are closed groups that
can be accessed only by invitation. Users
can add up to 200,000 people to one
group. WhatsApp, a rival instant
messaging platform, also allows users to
create chat groups, but only up to 512
people can be added to a group.? A group
conversation on Instagram can add even
less - up to 250 participants.® Therefore,
compared with other platforms, Telegram
allows many more people to build a
community.

9

Eayla's Band
What should | name the album? Tell
: ol It's also possible to use and create bots,

which are essentially automated

Telegram accounts.® They are popular

7 tools for a variety of purposes, including

creating and managing group chats,

acting as personal assistants and providing entertainment. The bots are also used to
automate activity outside the app.

6 The Evolution of Telegram — September 2020

7 Search Filters, Anonymous Admins, Channel Comments and More
2 WhatsApp Blog: Reactions, 2GB File Sharing, 512 Groups

o Instagram group chat size limits

10 Bots: An introduction for developers
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Telegram also has its own cryptocurrency, Toncoin, formerly known as Gram, which is a
token native to The Open Network, a blockchain-based technology developed by
Telegram (TON, formerly Telegram Open Network). In April 2022, Telegram allowed its
users to send Toncoin directly from chats within the app. In addition, Telegram now
supports Toncoin transactions with no fees attached.”

Due to these features, Telegram became a tool that enables users and companies to
build communities, promote their products and more. In fact, at the end of 2020, the sales
volume on Telegram was reported to have reached $25 million. Goods from China had the
highest sales volume in 2020, over $12 million. Products sold on Telegram included digital
equipment, consumer loans, apparel and shoes.

Consumer loans _3,120.34
Apparel & shoes A 2,137.38

&
Work & education . 574.98

Hypermarkets ’ 454.27

Health & beauty 4 249

Furniture & household goods [Kieek!
Food delivery {5714

0] 2,000 4,000 6,000 8,000 10,000 12,000 14,000

12

1 TON's Twitter

12 statista: Sales volume on Telegram worldwide in 2020, by segment
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Why Telegram is good for cybercrime

Cybercriminals often use the popular platform to exchange information, share tips and
tricks, and coordinate activities. User's accounts and channels are commonly advertised on
cybercrime forums and other online communities that cater to cybercriminals. Through
these forums, criminals can post links to Telegram groups and channels where they can
further discuss and collaborate on criminal activities. Telegram can be used to share
information about cybercrime techniques, as well as to distribute malicious tools such as
password-stealing Trojans, keyloggers and ransomware. In addition, it's also used to
facilitate the sale of stolen data and illicit goods and to recruit new members for criminal
activities.

Totally have 2 Million 552 Thousand 222 Person Information.

Example will not be thrown out of topic, icture, fi ofing etc. can be thrown.
Only s 5 5 W

YourAnonSpider

Today, 03:04

Realexpensive

Junior Member

Join Date: |:
Posts: 6
Reputation:

Balance: 0.00%

QUOTE QUICK REPLY

Italy: Any bank to order.

Austria: Sparkasse , Austria Bank. Also any other bank on request.

As well as all Europe bunq , revolut , wise WU+ . To order.

| have the ability to do business accounts. The guarantor of this forum is welcome.
About the order, write personal messages on the forum or telegram @BufalloV

Telegram is favored by hackers for a variety of reasons. One of the key reasons is that it
prioritizes privacy and security. However, Telegram's standard chat is not fully encrypted —
only the client/server is encrypted and kept in the Telegram cloud.”® The Secret Chat feature
provides end-to-end encryption so that only the sender and receiver can read the
messages. This makes it difficult for anyone who isn't involved in the chat to intercept and

13 switched to Telegram? You need to know this about its encryption
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read the messages without being intercepted by third parties. This is a critical feature for
consumers who value their privacy and wish to safeguard their personal information.

The anonymity of Telegram is one of the main reasons it appeals to hackers. Telegram
allows users to register accounts without disclosing personal information, making it simple
to set up many identities and use them to converse without revealing one's genuine identity.
Because of this anonymity, law enforcement organizations have a tough time tracking down
and identifying individuals who are using the program for illicit activities.'*

Telegram users can sign up with virtual numbers or foreign phone numbers that are
unrelated to their true identities. Users can also register for the service via a one-time SMS
service, with the OTP number given to the one-time SMS service rather than their private
phone. The latest update (version 9.2) introduced the Fragment blockchain platform, which
allows users to buy anonymous numbers with Toncoins and sign up for Telegram without a
SIM card.”® Furthermore, Telegram allows users to create multiple accounts and switch
between them easily, which makes it difficult for security researchers to track and identify
individual users. This can make it challenging to gather evidence and build a case against
cybercriminals using the platform.

While Telegram's privacy policy states that it may disclose a user's IP address and phone
number to authorities if presented with a court order on terrorism-related charges, the
company claims it hasn’t done so yet. However, recent investigations in Germany have
revealed that the platform is sharing user data with government agencies and censoring
content, despite its promise to keep users' data secure and private.!®° Telegram has been
forced to disclose user data by court order, and German authorities have received data on
suspected terrorists and child abusers. Telegram stores its data worldwide in various data
centers and can be forced to reveal or share user data only if it receives multiple court
orders from different jurisdictions, like the case in Germany.

Telegram has also become the app of choice for extremists and hacktivists because of its
loose moderation measures. It creates and enforces its own rules and processes requests to
take down illegal public content. It won't censor content based on political motivations or
peacefully expressed alternative opinions but will block terrorist-related content. Telegram
is attempting to deal with the increase in users and removes channels that include white
nationalist content. However, it has been erratic in following its rules against encouraging
violence, and policing the service remains challenging. Extremist channels can still be found,
and Telegram didn’t close some cases that were reported to it in the past, such as a
manifesto about kiling Muslims and doxing information.” The questions of whether
Telegram should boost its moderation efforts and whether context should be considered
while engaging in moderation remain unanswered.

Many cybercriminals, as KELA observed from their chatter, value Telegram's user-friendly
interfaces and that it provides new features before rival chat applications. Its simple

4 How Criminals Are Tracked Down on Telegram
15 No-SIM Signup, Auto-Delete All Chats, Topics 2.0 and More
© Telegram Reportedly Handed User Data to German Authorities

7 Why right-wing extremists’ favorite new platform is so dangerous
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interface enables users to access their accounts from the web without having to connect
their phones to the internet. However, some people have expressed worries about its security
and privacy, claiming that the encryption may not be safe enough for some users. Other
cybercrime users have voiced concerns about the obligation to register with a phone
number when using Telegram, but this has subsequently altered. Overall, it appears that
users have differing ideas on the benefits of using Telegram, with some preferring to use
alternative messaging apps such as Signal.

you cannot use a

Compared to cybercrime forums, Telegram channels and groups are easier to find: just
typing a relevant word in the search bar would bring some communities of interest, for
example, groups and channels that sell and share data. One will have to put in much more
effort to find cybercrime forums and markets since many of them are not indexed by search
engines and don’t have indicative names. They also require users to create accounts and
become members in order to view and acquire their content. For some, access is granted
upon review by the forums’ administrator, and for others, membership may be granted for a
fee. Because Telegram is much easier to join, it's becoming increasingly popular with threat
actors.

Cybercriminals' language on Telegram

Cybercriminals frequently use English on Telegram because it's the most widely spoken
language on the internet. However, many Telegram groups and channels are dedicated to
certain areas or languages, allowing people who speak other languages to converse and
exchange information in their native tongues, such as Chinese, Russian, and Arabic. The
Translate tool was added to conversations in the November 2022 upgrade, making it simpler
to interact across languages and giving. The ability to interact in different languages on
Telegram gives cybercriminals a worldwide platform, where crimes can be carried out on a
greater scale, making it more difficult for law enforcement authorities to hunt them down
and shut them down.

09
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In addition to several languages, cybercriminals (on Telegram and on cybercrime platforms
in general) frequently use a combination of technical jargon, slang, and acronyms. They do
it to illustrate their competence while describing their plans and techniques. Some of these
users will also regularly converse using coded or encrypted messages (generated via
third-party platforms) which can be decoded only by people who have the necessary
decryption key.

Other messengers favored by cybercriminals

Several additional chat applications are popular among cybercriminals, such as Discord,
Jabber, Tox and Wickr, with new applications emerging once in a while. Each of these
applications has its own set of features and characteristics, but they all provide some
amount of secrecy and protection that cybercriminals find appealing.

Jabber is a protocol that uses a TCP connection to transmit data. It allows users to
communicate through different clients in real time and it seems to be the most popular tool
among Russian-speaking hackers. The infamous XSS and Exploit forums have
semi-exclusive Jabber servers which allow approved members to use the messenger with
no logging and strong privacy.

The Wickr Me app, owned by AWS, became popular among reporters and their sources due
to its encrypted messaging capabilities. Criminals can communicate on the app and delete
their conversations, leaving no evidence behind. The platform has become a popular place
for sharing images of child sexual abuse, according to law enforcement.® Amazon has
announced that it will be shutting down the app at the end of 2023

Tox is a decentralized, encrypted messaging service that doesn't require registration or the
submission of personal information like a phone number or email address. Tox encrypts
data using peer-to-peer technology and the NacCl library, and users are identifiable by a Tox
ID. Voice messaging and screenshot capture are available in Tox clients. Contacts may be
added by providing their Tox ID or QR code. One consequence of Tox's P2P architecture is that
Tox contacts can see each other's IP addresses, but a non-friend user can’t easily discover a
Tox user's IP address using only their Tox ID.

Discord is a popular chat network that gamers regularly use to interact with one another. It
has, however, become a popular platform for cybercriminals, who use it to communicate
and organize actions like distributing malicious files and conducting illicit activities. Discord
is geared more toward gaming and requires users to join a server in order to communicate
with others. It allows up to 500,000 users to communicate with each other at once, making it
a good choice for large groups.

For a cybercriminal, a combination of these chat applications is a natural state of
operations. While Jabber, Wickr and Tox are used for personal conversations, Telegram and
Discord are the only tools that allow the creation of communities, with Telegram being
significantly more popular among cybercriminals.

8 Amazon's Encrypted Chat App Faces Charges Of Child Abuse
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Personal data refers to information that relates to an identifiable individual. This can
include a wide range of information, such as name, address, phone number, email address,
date of birth and financial information. Personal data is often collected by organizations in
the course of their business operations.

Corporate data refers to information that is owned by a company or organization. This
can include both personal data related to customers and employees, as well as financial
information, and any other information that is relevant to the operation of the organization.

Telegram channels and groups are used as platforms to put up for sale and share all sorts
of illicitly obtained data, such as information of regular users, corporate documents and
accounts, source codes and more. In 2022, it became clear that the amount and diversity of
data that can be found on Telegram is comparable to information seen on cybercrime
forums and markets.

Selling stolen data

For example, usernames and passwords for online resources are readily available on a large
number of Telegram channels and groups. The most popular account credentials include
online streaming and food delivery services, gaming, retail, banking, mailing and social
media. The following example highlights the Telegram channel “Netflix Account Cheap Seller
Ott,” which has over 100,000 subscribers and sells compromised accounts for Netflix, Spotify,
YouTube and several other services. Potential buyers can select the accounts they wish to
purchase according to their validity length (i.e., a month, three months, six months, etc.) and
according to their country of interest (US, UK, India, etc.).

@ Validity - 4 Netflix Account Cheap Se...
= Monthly - { Price ) Metflix account cheap se
= 3 Months - { Price )
=& Months - { Price )
— Yearly - ( Price) 104K 133 103
[ I I I Ix d101% Warranty Accounts ! 100% Replacment Guaranteed Metflix Account Cheap Seller Ott
VL Serving In Telegram Since Years & Why To Choose Us ?

JPayment - PayTm / Phone PE — s With 101% Warranty (/]

A SO
ACCOUNTS

Moderators , That provide Safest
& Working Ac

= Price Is Cheapest In Telegram

= Replacement is Superfast 42

Accounts Lady = Team O
D WorldWide - PayPal

2 NETFLIX BACK IN STOCK 2

%, Contact : AccountsLady
B 4 SCREENS / Ultra H.D
[ Cheapest & Trusted .
ma Prooves : Check

Coant st
Lomact

Similarly, many channels advertise the sale of online banking credentials, which are very
sought after in hacking communities. Channels that are dedicated to the sale of such data
can be found through a simple search using Telegram’'s search bar or through an
open-source search engine.
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Cybercriminals also use Telegram channels to sell and share a wide range of personal
identifying information (PIl), including Social Security numbers, driver’'s license numbers,
passports, dates of birth, and physical and email addresses. Below is the channel “Eugene
Krabz Shop” (@EUGENEKRABZSHOP), where information databases are offered for sale and
can be purchased by messaging the channel’'s administrator:;

@ EUGENE KRABZ SHOP

Soacs s The post on the left announces the
availability of databases that consist
et 7 oz OF full name, date of birth, Social
 oroE o Security number, address and
“SOCIAL SECURITY NUMBER = 5 .
A0DRESS driver’s license number, and that can
7 DRIVER LICENSE NUMBER . .
e include bank names and credit score
data.

“SOCIAL S|
ull ADDRESS
4 CREDIT SCORE 80O+

JRITY NUMBER

CREDIT REPORT/BEG REPORT CAN BE INCLUDED

©

HaL TR Brceex

ta Any kinds of data or leads available from 187+ countries.
In the example on the right, offerings (49 Email leads
include databases with different content & ceviphone leads
types, such as “homeowner,” “i

insurance

leads” or “Medicare,” but also from
various countries as stated in the
example below, which claims to have
data from over 187 countries:

Over 3M+ datafleads available

Clrder- h3liplug
f&l Channel - @H3Istrom

Threat actors may abuse such information to conduct various types of fraud involving the
exploitation of stolen identities, including contracting bank loans and opening up bank
accounts.

While some information mentioned above harms mostly end users (think of a Netflix or bank
account owner), in Telegram there’s plenty of data that poses high risk to companies. For
example, a compromise can begin with initial access to organizations’ internal resources
(usually in form of credentials and the compromised URL) which can be found offered for
sale in Telegram. An actor operating the private Telegram channel “Ox_dump” constantly
advertises such offers '

B Register on KELA's platform and see a report about the Ox_ dump channel, including details on the threat actor behind the channel identified as a
Kenya-based individual.
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One of the recent examples is the alleged access to an insurance company with a revenue
of “about $165B - 180B” which they claim has over 120 million customers. The threat actor set
a price of $360,000 for the access.

The following day Ox_dump announced that the access had been sold:

0x_dump
Forwarded from 0x_dump 0x_dump

Access Revenue about $165B - 180B 0x_dump

Access Revenue about $1658 - 180B Insurance company Stock ...
Insurance company

Stock symbol: ¥¥ Price 360k$ don't waste time contacting me if you can't afford for it
VPN,Administr"ative,Root access Type ... we have decided to include escrows on some of our (accss) deals
GEO:West including this ® 323 1627

No of Employees: 70,K+

Total USR data 120M+ customers Ox_dump

0x_dump

Revenue/Employees are understated they are significantly more Access Revenue about $165B - 180B Insurance c...

over large a lot of exits to other companies

Confirming this accss has been sold.. &) 27 15.04

PM @COxeec ® 241

Once sold, initial access often leads to malicious intrusions and data exfiltration, with this data
possibly being sold or leaked later.

The self-proclaimed ransomware group Bully Gang discloses its victims’ names on its Telegram
channel and offers the alleged victims’ data (accompanied with samples) for sale, as can be
seen in the example below:?°

BUITY Lang . 1

Bully Gang

-— = 2 plasticprint sample.7z

S ; - = Plastic Print| Data sample
i S £33 ©

Hi mates, catch the new leak. Contact if you would like to get this data!

_ _ _ Bully Gang
plasticprint.com - the leading provider of plastic card

personalization services and fulfillment in the Pacific Northwest.

p Files Listing plasticprint.ixt

@: 1 comment >

Corporate data exposed by such actors can include contracts, financial information, HR
files, developer documentation, sensitive credentials to internal tools and services,
intellectual property, trade secrets and proprietary information, and employee and
customer data.

20 Ransomware and data extortion actors operating via Telegram will be covered in more detail in a separate chapter: “Focus: Ransomware and data extortion
groups.”
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While both personal and corporate data
are considered to be valued information,
they’re not only offered for sale but are
leaked on an everyday basis. For instance,
the threat actors operating the channel
“Leaked DataBase Breached” were
observed posting databases that their
subscribers could download freely. The
following example shows a data dump
from the Japanese chain of music stores
which includes over 700,000 records:

16

Leaked DataBase Breached

DiskUnion_701K.txt

Site: diskunion.net
Catagory: Music And Art J)J
Country: Japan e

Format Of DB: Mail:Pass

Some well-known cybercrime forums have their own Telegram channels, often used for
general announcements (site going offline, new forums’ guidelines/rules, etc.) but also to
advertise the availability of new content, such as leaked databases. For instance, the
popular English-speaking data leaking forum named BreachForums has an official
Telegram channel such as previously described:

BreachForums Official Announcements

A new br

h has been added ro BreachForums Official.

Link to Thread

BreachForums Official An.

> VBForums (VBForums.com) | 194,837 Records

BreachForums

VBForums Database - Leaked, Download!

n July 2016, the forum for “Visual Basic and VB .NET Discussions
and More” known as VBForums suffered a data breach that
impacted 194k members. The breach included Usernames, Email
addresses, Dates of birth, IP Addresses and Passwords stored as
vBulletin hashes

Compromised data: ['Usernames”Email addresses”"Dates of
birth"]IP Addresses”Passwords"]

VBForums Database - Leaked, Download!
by Si er 11, ¥

Compron

Contents

BreachForums

BF 2.37K 329

Hello BreachForums Community, Today | have
uploaded the VBForums Database for you to download, thank

Channel 1o get notified everytime a new

G
- breach is added to Official.

«d DOWNLOAD TELEGRAM

r reading and enjoy!

, Email :
G

sernames, Ema

Hidden Content

Unlock for 8 credits

Such leaks start a never-ending circulation of data among cybercriminals, and Telegram

plays a vital role in this process.
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Resharing stolen data

Once information is made public, it's common in cybercrime communities to reshare data.
As aresult, many corporate databases are posted numerous times on specialized Telegram
groups and channels. Such channels and groups are easily available, and some have
thousands of subscribers.

Dataleak iy e Leaked Detabase
g Dataleak @@
capitaleconomics.com.rar Leaked Detabase
Pinned message )
! [ VIP CHANNEL DATABASE LIST (Updated t ° ZO0M YW hatsappiEhonelNumber 72
— https://www.capitaleconomics.com
dropshipping.3p-srl.com.csv A database 500M Whatsapp_Phone_Data
y ..’. R ds: 263000 Pasa :- weleakdatabases
q ecords: .
dropshipping.3p-srl.com database Bt 613 @3 @ © The_Xce o
‘f"jl ) Contains: Email and physical addresses, °°m 56 comments S
Nome,Email,Gruppo,Telefono,CAP,Paese = @ names, phone numbers, job titles, and B e S LSS
JStato/Provincia,Cliente dal,Sito
Easked Delabase Leaked Detabase

Want 25TB+ more private database?
Join our VIP group ¢} message
@mastercrew to join!!

‘Wakanim 6.7 Million Users ...ase By @Leaked _detabase.7z
: o Tucabellosano.Com.csv

H#WAKANIM

Tucabellosano.com
Pass :- Leaked_detabase

SRS/ QQ/Q QG o o #leak
1 &1 ¥ oY #detabase
© @dataleakbreachh © @D 25 comments o > &3 A @1

Image: The “Dataleak” (left) and “Leaked Detabase” Telegram channels where
corporate databases are shared

Data leaked by ransomware and extortion

gangs is often found on such Telegram LEAKS AGGREGATOR | YTEUKM ATPEFAT...
channels. For examp|e, Singapore FSnNarded from n!_/, ARES CHANNEL (VIP)
. . . a

Telecommunications Limited, also known )

i X o singtel.com.7z.001
as Singtel, was claimed as a victim of the 0 4000.0 M
Clop ransomware in February 202!; the singtel.com.72.002
company’s data was posted on the M
ransomware public “shaming” website 0 singtel.com.72.003
(blog). Soon KELA observed it reshared in M
the private channel “Ares Channel (VIP)” o singtel.com.7z.004
from there it was shared once more by 1000.0 MB
“Leaks Aggregator,” which is a public 0 singtel.com.72.005
Telegram channel - and who knows how L

many more times?

Other Telegram channels aggregate data from many different sources and provide all the
leaked data in their channel, making it easier for users looking for such data to browse the
available information. The channel titled “LEAKS AGGREGATOR | |

| " as its name indicates, gathers public data leaks and aggregates them.
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LEAKS AGGREGATOR | ¥TEYKW ATPET...
Forwarded fromn ZELENKA Gazw (BIO

Recently &)

NHTUBD.tar —
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Such actors allow potential interested parties to acquire information more easily than
cybercrime platforms do because they are more accessible; they don't require users to sign
up and create an account. Therefore, when reviewing Telegram channels and groups, KELA

often sees that the primary source of the leaked data is a cybercrime forum.

For example, a database from “axess.fr” was posted on Club Hydra Forum and shared on the

“LEAKINFORMATION,” “Leakbase.cc” and “Dataleak” Telegram channels:
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